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Abstract—This paper proposes a secure integrated sensing and
communications (ISAC) framework for multi-user systems with
multiple communication users (CUs) and adversarial targets,
where the design problem is formulated to maximize secrecy
rate under joint sensing and communication constraints. An
efficient solution is presented based on an accelerated frac-
tional programming method using a non-homogeneous complex
quadratic transform (QT), which decomposes the problem into
tractable subproblems for beamforming and artificial noise (AN)
optimization. Unlike conventional artificial noise strategies, the
proposed approach also exploits AN to enhance sensing while
avoiding interference with legitimate users. Simulation results
show significant gains in secrecy rate, communication reliability,
and sensing accuracy, confirming the effectiveness and scalability
of the proposed framework.

I. INTRODUCTION

A key innovation of sixth-generation (6G) wireless systems
over preceding generations will be the integration of sensing
and communications functionalities, referred to as integrated
sensing and communications (ISAC) [2]–[4], which addresses
the demand for significant efficiency and support for applica-
tions such as autonomous driving, smart cities, and Internet-of-
things (IoT) [5], [6]. However, such integration of applications
and advanced technologies also introduces challenges in terms
of security, interference management, and complexity in multi-
user (MU) settings [7], [8].

Among these challenges, security is particularly critical, as
adversaries may exploit shared signals to compromise both
communication confidentiality and sensing reliability [9]–[12].
Therefore, the use of common spectrum and hardware also en-
larges the attack surface, creating opportunities for adversaries
to extract sensitive information or disrupt communication [13],
[14]. To counter such threats, physical layer security (PLS)
methods exploit channel properties to strengthen security
without relying solely on cryptography [15]–[18], including
methods such as robust beamforming, and secure waveform
design [19]–[21], which highlight both the potential and the
trade-offs between security and performance.

Addressing these trade-offs often leads to non-convex opti-
mization problems shaped by the interplay of sensing, commu-
nication, and security requirements [22], [23]. Fractional pro-

1An extended version of this work has been submitted to the IEEE Journal
on Selected Areas in Communications [1], while this paper has distinct
contributions.

gramming and the Lagrange dual complex quadratic transform
(QT) have proven effective in decomposing such problems into
tractable subproblems, enabling scalable optimization [24],
[25], while other approaches such as weighted minimum mean
squared error (MMSE), ADMM, and SCA [26]–[28] further
reduce the computational effort, with recent works combining
machine learning techniques to improve the adaptability [3],
[29].

Despite this progress, practical deployment remains con-
strained by hardware limitations, imperfect channel state in-
formation (CSI), and computational complexity, calling for
frameworks that are both secure and efficient while remaining
scalable to large system dimensions.

Therefore, in this paper, we propose a secure and scalable
framework for MU ISAC systems with multiple communica-
tion users (CUs) and adversarial targets. Unlike prior studies
limited to single-target models, our formulation explicitly
accounts for multiple sensing targets that may also act as
eavesdroppers, capturing realistic adversarial conditions. We
maximize secrecy rate under strict sensing and communication
requirements via an efficient Lagrangian dual framework with
a non-homogeneous complex QT, which decomposes the
problem into tractable subproblems with closed-form iterative
updates. In contrast to conventional approaches where artificial
noise (AN) serves only as jamming, our design leverages
AN as a dual-purpose enabler that enhances both secrecy
and sensing while remaining confined to the null space of
legitimate users, with robust beamforming to handle angular
uncertainty. As a result, the proposed framework achieves
provable secrecy gains, adaptability, robustness, and scalability
for large-scale multiple-input multiple-output (MIMO) ISAC
in next-generation wireless networks.

The contributions of this paper are summarized as follows:
• A secure MU ISAC formulation modeling multiple ad-

versarial targets as potential eavesdroppers.
• A dual fractional programming framework based on a

non-homogeneous QT, with closed-form updates avoid-
ing costly matrix inversions.

• A joint beamforming and AN design that transforms
AN from a pure jammer into a dual-purpose enabler
for secrecy and sensing, while ensuring robustness under
angular uncertainty and scalability for large-scale MIMO
ISAC.
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II. SYSTEM MODEL

We consider a MU ISAC system where a base station (base
station (BS)) with Nt transmit antennas serves K single-
antenna legitimate CUs while sensing J radar targets that may
also act as eavesdroppers (Eves), as shown in Fig. 1. The
BS can employ beamforming and AN techniques to ensure
secure communication while enabling target sensing, where
each target direction θj of the j-th target is assumed to be pre-
estimated, and secure transmission must be maintained against
possible interception by these untrusted nodes (targets).

A. Transmit and Receive Signal Models

Under the described MU ISAC system, the transmit signal
at the BS is described by

x = Ws+ neff ∈ CNt×1, (1)

where s = [s1, . . . , sK ]T ∈ CK×1 is the data symbol vector
for the K CUs, W = [w1, . . . ,wK ] ∈ CNt×K is the
beamforming matrix with wk ∈ CNt×1 denoting the k-th
user’s beamforming vector, and the injected artificial noise
(AN) vector is given by neff ∼ CN (0,Rneff), which will
serve to degrade the performance of the eavesdroppers while
minimally affecting legitimate users and supporting sensing.

After transmission of the signal in (1) and the scattering
reflection by the users and targets, the received echo signal at
the BS can be found, by defining Q ≜ K + J as the total
number of reflectors, which include both the legitimate users
and the unknown targets, as

r =

Q∑
q=1

α2
qa(θq)a(θq)

H x+ z = G(Ws+ neff) + z, (2)

where αq is the path gain, z ∼ CN (0, σ2
rI) is the received

noise at the BS, and a(θq) is the steering vector given by

a(θq) =
[
1, ej2π

dM

λ sin(θq), . . . , ej2π
dM

λ (Nt−1) sin(θq)
]T

(3)

with inter-element spacing dM and wavelength λ.

B. Secrecy Rate Formulation

Given the described system and the signal models, the
relevant performance metrics can be defined as follows.

First, we define the signal to interference-plus-noise ratio
(SINR) at legitimate user k as

ρCU
k =

hkWkh
H
k∑

i̸=k

hkWihH
k + hkRneffh

H
k + σ2

zk

, (4)

where hk ∈ C1×Nt is the channel vector, Wk = wkw
H
k , and

σ2
zk

is the receiver noise variance.
On the other hand, the intercepted signal-to-noise ratio

(SNR) at eavesdropper j is given by

ρEk,j =
|αj |2aH(θj)Wka(θj)

|αj |2aH(θj)Rneffa(θj) + σ2
e

, (5)

where σ2
e denotes the variance of the eavesdropper’s receiver

noise, and all other parameters are defined according to the
received echo signal model.

Fig. 1. System model of a secure MU-ISAC network, where a multi-antenna
BS serves K CUs while sensing J targets that may act as eavesdroppers.
Each target’s direction θj is assumed to be pre-estimated.

Given the above, the secrecy rate of user k is given by

SRk =

[
log2(1 + ρCU

k )−max
j

log2(1 + ρEk,j)

]+
, (6)

where ρCU
k is the SINR at user k, and ρEk,j is the received

SNR at eavesdropper j, which yields the secrecy sum rate as

SR =

K∑
k=1

[
log2(1 + ρCU

k )−max
j

log2(1 + ρEk,j)

]+
, (7)

where it can be seen that the above formulation inherently
incorporates robustness by considering the worst-case eaves-
dropping scenario.

III. OPTIMIZATION FORMULATION

In this section, we address the crucial design problem of
the joint beamforming and AN for secure ISAC. Specifically,
unlike conventional quality-of-service (QoS)-driven formula-
tions, we explicitly couple the communication and sensing
requirements while constraining AN to enhance radar returns
without degrading legitimate user performance. In the follow-
ing, we study some constraints based on this requirement and
formulate the final optimization problem.

First, to avoid interference with legitimate users, we assume
K < NT and project the AN vector onto the null space of the
channel matrices of the users, i.e.,

neff = P⊥n, P⊥ = INt −HH(HHH)−1H, (8)
where the effective AN covariance matrix becomes

Rneff = P⊥Rn(P
⊥)H. (9)

In addition, we also consider that the SINR of each k-th
user must remain above a minimum threshold given by γk,
such that

ρCU
k ≥ γk, ∀k. (10)

On the other hand, to abide by the sensing requirements,
we consider the radar received power at target j, given by

Pj = αja
H(θj)

(∑K

k=1
wkw

H
k +Rneff

)
a(θj). (11)

Following the above, the detection and beamwidth con-
straints are obtained as

αja
H(θj)W̃a(θj) ≥ ηj , ∀j, (12)

αja
H(θj ± θ0)W̃a(θj ± θ0) ≤ ηj

2 , ∀j, (13)



where ηj is the predefined sensing power threshold, and θ0
is a specified angular interval threshold ensuring that 2θ0 is
equal to the desired 3dB beamwidth of the waveform [30],
ensuring sufficient angular resolution.

Then, considering the design variables and the constraints,
the complete joint optimization problem is formulated as

max
wk,n

K∑
k=1

log2
(
1+

hkwkw
H
kh

H
k∑

i̸=k

hkwiwH
i h

H
k+hkneffnH

effh
H
k+σ2

k

)
(14)

−max
j

log2

(
1 +

α2
ja

H(θj)wkw
H
ka(θj)

α2
ja

H(θj)neffnH
effa(θj) + σ2

e

)]+
,

s.t. (a) Tr(wkw
H
k ) ≤ Pk, ∀k,

(b) Tr(Rneff) +

K∑
k=1

Pk ≤ PA,

(c) aH(θj)W̃a(θj)αj ≥ ηj , ∀j,
(d) aH(θj ± θ0)W̃a(θj ± θ0)αj ≤

ηj
2
, ∀j,

(e) ρCU
k ≥ γk, ∀k.

However, the above formulation includes non-smoothness
and non-convexity introduced by the [ · ]+ operator and the
maxj , posing significant challenges for solving the prob-
lem. Therefore, we reformulate the optimization problem by
maximizing a weighted sum-rate of legitimate users subject
to secrecy constraints that upper-bound the eavesdroppers’
achievable rates as

max
wk,neff

K∑
k=1

µk log2

(
1+

hkwkw
H
kh

H
k∑

i̸=k

hkwiwH
i h

H
k+hkneffnH

effh
H
k+σ2

k

)
(15)s.t. constraints 14(a)-14(d)

(f) log2

(
1 +

α2
ja

H(θj)wkw
H
ka(θj)

α2
ja

H(θj)neffnH
effa(θj) + σ2

e

)
≤βj , ∀j

which has now been converted into a more tractable form,
enabling the use of standard optimization techniques while
ensuring a predefined level of secrecy.

The parameter µk is introduced to allow the base station to
adjust user weights if the final SNRs fail to meet the constraint
ρCU
k ≥ γk. This parameter can either be optimized during the

process or leveraged to enforce the fairness condition.

IV. DUAL OPTIMIZATION FRAMEWORK

In this section, we motivate that the reformulated problem
in (15) can be decomposed into two iterative optimization
subproblems: optimizing the beamforming vectors wk, and
optimizing the artificial noise n. Accordingly, we develop a
dual optimization framework to address the joint beamforming
and noise design problem, leveraging a dual quadratic trans-
form (QT) approach.

A. Subproblem I: Non-homogeneous QT for Beamforming

We first optimize the beamforming vectors wk with n fixed.
In this step, only constraints (a)–(b) in (15) are enforced, while
the sensing constraints are deferred to Subproblem II. Then,
the equivalent first optimization problem can be expressed as

max
wk

K∑
k=1

µk log2 (1 +Mk(wk)) (16)

s.t. constraints 14(a) and 15(f), (17)

where

Mk(wk) = e∗k(wk)B
−1
k (wk)ek(wk), (18a)

ek(wk) = hkwk, (18b)
Bk(wk) =

∑
i̸=k hkwiw

H
i hH

k + hkRneffh
H
k + σ2

k.(18c)

Next, observe that constraint 15(f) can be expressed as a
convex inequality if n is fixed, while the objective function
of (16) can be reformulated as [22], [31]

h(wk, ζ)=

K∑
k=1

µk

[
(1+ζk)M̂k(wk)+log2(1+ζk)−ζk

]
,

(19)
where ζ ≜ {ζ1, · · · , ζK} denotes the set of auxiliary variables,
and the implicitly defined updated variables are given by

M̂k(wk) ≜ e∗k(wk)B̂
−1
k (wk)ek(wk), (20a)

B̂k(wk) ≜ ek(wk)e
∗
k(wk) +Bk(wk). (20b)

Next, by utilizing a dual complex QT, we can re-express
M̂k(wk) as

M̂k(wk) = 2Re {y∗kek(wk)} − y∗kB̂k(wk)yk, (21)

where yk ∈ C is an auxiliary variable.
To solve the problem efficiently, we adopt the non-

homogeneous quadratic transform, a recent advancement in
fractional programming (FP) shown to outperform the classical
QT in both convergence and efficiency [23], [32].

This leads to the equivalent quadratic dual for the optimiza-
tion objective in (19), given by

fk(wk, yk, zk, ζk) =

K∑
k=1

µk [log2(1 + ζk)− ζk] + (22)

K∑
k=1

(
2Re

{
µk(1 + ζk)y

∗
khkwk +wH

k (κkINt−Dk) zk

}
+zH

k (Dk − κkINt) zk − κkw
H
kwk − µk(1 + ζk)σ

2
ky

∗
kyk

−µk(1 + ζk)n
H(P⊥)HhH

kyky
∗
khkP

⊥n

)
.

From the above, the closed-form optimum of the updated
beamforming weights w⋆

k can be obtained as

w⋆
k = z⋆

k +
1

κk

(
µk (1 + ζ⋆k)h

H
k y

⋆
k −Dkz

⋆
k

)
(23)

with
y⋆k = B̂−1

k (wk)ek(wk), (24a)

ζ∗k =
1

ln(2) (1+ñk+σ2
kyky

∗
k−Re{ykek(wk)})

−1,(24b)



initialized by z⋆
k = wk.

Based on the closed-form solutions, the beamforming
weights are updated at the n-th iteration as

ŵ
(n)
k =Pwk∈Wk

(
z⋆
k+

1

κk

(
µk (1 + ζ⋆k)h

H
k y

⋆
k −Dkz

⋆
k

))
, (25)

where Pwk∈Wk
denotes projection onto the feasible set Wk,

and κk is chosen to upper-bound the largest eigenvalue of Dk.
Thus, Subproblem I reduces to an iterative algorithm with

simple closed-form updates for yk, ζk, and wk, avoiding costly
matrix inversions while ensuring convergence.

B. Subproblem II: Non-homogeneous QT for AN

In turn, we optimize over the artificial noise vector n while
fixing {wk} in this section, whose objective is given by

max
n

K∑
k=1

µk log2

(
1+

|hkwk|2∑
i̸=k |hkwi|2+hkRneffh

H
k +σ2

k

)
(26)

s.t. constraints 14(c-d),

(g) Tr(P⊥nnH(P⊥)H) +
K∑

k=1

Pk ≤ PA,

Leveraging a procedure similar to the previous subproblem,
the objective function with respect to n can be equivalently
stated by introducing auxiliary variables ζ̃ = {ζ̃k} and ỹk as

h(n, ζ̃)=

K∑
k=1

µ̃k

[
log2 (1 + ζ̃k)−ζ̃k + (1 + ζ̃k)M̂k(n)

]
, (27)

where

M̂k(n) ≜ e∗k(eke
∗
k +Bk(n))

−1ek, (28a)

B̂k(n) ≜ eke
∗
k +Bk(n), (28b)

i.e., by letting Mk(n) to be identical to Mk(wk) in (18a) with
the emphasis on n, and we drop the inherent dependence of
wk on ek(wk) and hereafter denote it as ek.

Trivially, it can be seen that the reformulated objective fr(·)
follows the non-homogeneous QT structure as in Subprob-
lem I, and therefore similar derivations can lead to the closed-
form update given by

n⋆ =

(
K∑

k=1

κ̃kINt

)−1 K∑
k=1

(κ̃kINt
− D̃k)n, , (29)

with
ỹ⋆k = B̂−1

k (n)ek, (30a)

ζ̃⋆k =
1

ln(2)

[
wH

k

(
hH
k ỹkỹ

∗
khk +

∑
i̸=k

hH
k ỹiỹ

∗
i hk

)
wk (30b)

+ σ2
k|ỹk|2 − 2Re{ỹ∗khkwk}

]−1

−1,

and κ̃k again upper-bounds the largest eigenvalue of D̃k.
Then, at iteration t, the updated value is projected onto the

feasible set as

n̂(t)=Pn∈N

(( K∑
k=1

κ̃kINt

)−1 K∑
k=1

(κ̃kINt
−D̃k)n̂

(t−1)

)
, (31)

where Pn∈N denotes the projection onto the feasible set N .

Algorithm 1 Proposed Solution to the Secure ISAC Problem
1: Input: Vector µ
2: Initialize w and n.
3: repeat
4: Optimization Problem 1 (n is held fixed)
5: for each k do
6: Initialize auxiliary variable zk to wk.
7: Update auxiliary variable yk via (24a).
8: Update auxiliary variable ζ̃k via (24b).
9: Update projected weight variable wk via (25).

10: end for
11: Optimization Problem 2 (wk is held fixed)
12: Initialize auxiliary variable zk to n.
13: Update auxiliary variable ỹk via (30a).
14: Update auxiliary variable ζ̃k via (30b).
15: Update projected noise variable n via (31).
16: until the objective function in (15) converges

Thus, similarly to Subproblem I, Subproblem II is solved
by iteratively updating ỹk, ζ̃k, and n in closed form, followed
by a projection to the valid set of the AN variables.

In all, the complete steps for the proposed approach, includ-
ing both subproblems, are summarized as pseudocode with
reference to the update rules in Algorithm 1 below.

V. ROBUST BEAMFORMING UNDER ANGULAR
UNCERTAINTY

To account for angle estimation errors, the j-th target angle
is modeled as

θj ∈ [θ̂j −∆j , θ̂j +∆j ], (32)

where θ̂j is the nominal DoA and ∆j the maximum deviation.
The worst-case eavesdropper SNR is

ρEk,j(θj) =
|αj |2aH(θj)Wka(θj)

|αj |2aH(θj)Rneffa(θj) + σ2
e

, (33)

and the robust secrecy rate is

SRrobust
k =

[
log2(1+ρCU

k )− max
j,θj∈[θ̂j±∆j ]

log2(1+ρEk,j(θj))

]+
.

(34)
For small ∆j , the steering vector can be linearized as

a(θj) ≈ a(θ̂j) + (θj − θ̂j)a
′(θ̂j), (35)

so that the worst-case eavesdropper SNR reduces to

max
θj∈[θ̂j±∆j ]

ρEk,j(θj) ≈ max{ρEk,j(θ̂j −∆j), ρ
E
k,j(θ̂j +∆j)}.

(36)The robust beamforming problem is formulated as

max
wk,n

K∑
k=1

SRrobust
k (37)

s.t. (14) a-d, considering θj = θ̂j ±∆j .

By defining the robust upper bound for each eavesdropper as

βk,j = max
θj=θ̂j±∆j

|αj |2aH(θj)Wka(θj)

|αj |2aH(θj)Rneffa(θj) + σ2
e

, (38)



the S-procedure allows the corresponding LMI constraint

Wk ⪯ βk,j

|αj |2
(
a(θ̂j)a

H(θ̂j) + ∆2
ja

′(θ̂j)a
′(θ̂j)

H
)−1

. (39)

The dual quadratic transform framework can then be applied
to iteratively update the beamforming and artificial noise ma-
trices while satisfying the robust constraints. The beamforming
vectors are updated as

ŵ
(n)
k = PW robust

k

(
z⋆
k +

1
κk

(µk(1 + ζ⋆k)h
H
k y⋆k −Dkz

⋆
k)
)
, (40)

while the artificial noise matrix is updated according to

n̂(t) = PN robust

(( K∑
k=1

κ̃kINt

)−1 K∑
k=1

(κ̃kINt − D̃k)n̂
(t−1)

)
,

(41)
where the feasible sets W robust

k and N robust incorporate the
linear matrix inequality (LMI) constraints to guarantee worst-
case secrecy under angular uncertainty.

VI. PERFORMANCE ANALYSIS

This section evaluates the performance of the proposed
framework through Monte Carlo simulations. The results high-
light the effectiveness of the joint beamforming and artificial
noise design. Unless otherwise stated, the channel coefficients
hk are modeled as i.i.d. complex Gaussian random variables
with distribution CN (0, 1). The ISAC base station employs
a uniform linear array (ULA) with half-wavelength antenna
spacing, and the noise variance at the targets is assumed equal
to that of the intended CUs. The key simulation parameters
are summarized in Table I.

Fig. 2 shows the average secrecy rate as a function of
the number of users and eavesdroppers. Larger values of J
reduce performance, as more interference and eavesdropping
threats must be mitigated. Compared with the state-of-the-art
benchmark in [9], the proposed method achieves consistently
higher secrecy rates across all SNR values. In particular, while
the benchmark method saturates at an average secrecy rate
of roughly 4 bit/s/Hz, our approach continues to scale with
system size.

The sensing performance is illustrated in Fig. 3, which plots
the beam gain across different eavesdropper directions. The
SINR threshold for each legitimate user is fixed at 20 dB. For
comparison, a narrow beam pattern assuming perfect target
direction knowledge at the base station is also shown.

TABLE I
SIMULATION PARAMETERS FOR JOINT OPTIMIZATION

Parameter Symbol Value
Number of users K 2, 4, 8

Number of eavesdroppers J 1, 2
Transmit antennas NT 8, 16, 18

Total power PA 20 dBm
Eavesdropper angles θj [−90◦,+90◦]

Mainlobe leakage θ0 [0◦, 20◦]
Secrecy SINR threshold βj 0.1
Minimum sensing gain ηj 2

Path loss (eavesdropper) αj 1
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Fig. 2. Average secrecy rate performance of the proposed Algorithm 1 under
varying numbers of users K, targets J , and transmit antennas Nt, compared
with a representative SotA method.
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While the reference method yields a sharp peak, the pro-
posed algorithm produces wider main lobes, sustaining high
gain across the entire angular span of [−90◦,+90◦]. Although
the gain decreases as the region of interest expands, reliable
sensing is maintained even for θ0 = 20◦, confirming its
robustness.

Finally, Fig. 4 further investigates the impact of angular
variation on secrecy rate. Here, the proposed algorithm con-
sistently outperforms the SotA across all ∆θ values, sustaining
higher secrecy rates throughout. Importantly, due to the arti-
ficial noise design, performance remains stable even as ∆θ
grows, in contrast to the pronounced fluctuations exhibited by
the benchmark method.

VII. CONCLUSION

We introduced a secure MU-ISAC framework that jointly
addresses communication, sensing, and fairness. By formu-
lating secrecy rate maximization with adversarial targets, we
developed an efficient dual fractional programming approach
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Fig. 4. Average secrecy rate versus angular variation ∆θ for the proposed
Algorithm 1 with Nt = 18, K = 4, and J = 1.

using a non-homogeneous quadratic transform. The proposed
approach enables closed-form updates for both beamform-
ing and artificial noise, ensuring scalability to large MIMO
systems. Simulation results demonstrated clear gains over
existing schemes in secrecy rate and beamforming robustness,
highlighting the framework’s suitability for next-generation
secure ISAC networks.
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